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Question 1: 

What is vulnerability management? 

A. A security practice focused on clarifying and narrowing intrusion points. 

B. A security practice of performing actions rather than acknowledging the threats. 

C. A process to identify and remediate existing weaknesses. 

D. A process to recover from service interruptions and restore business-critical 

applications 

 

Correct Answer: C 

Reference: https://www.brinqa.com/vulnerability-management-primer-part-2-challenges/ 

Vulnerability management is the "cyclical practice of identifying, classifying, prioritizing, 

remediating, and mitigating" software vulnerabilities.[1] Vulnerability management is 

integral to computer security and network security, and must not be confused with 

Vulnerability assessment" source: https://en.wikipedia.org/wiki/Vulnerability_management 

 

Question 2: 

Which filter allows an engineer to filter traffic in Wireshark to further analyze the PCAP file 

by only showing the traffic for LAN 10.11.x.x, between workstations and servers without the 

Internet? 

A. src=10.11.0.0/16 and dst=10.11.0.0/16 

B. ip.src==10.11.0.0/16 and ip.dst==10.11.0.0/16 

C. ip.src=10.11.0.0/16 and ip.dst=10.11.0.0/16 

D. src==10.11.0.0/16 and dst==10.11.0.0/16 

 

Correct Answer: B 

 

Question 3: 
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Refer to the exhibit. 

 

Which kind of attack method is depicted in this string? 

A. cross-site scripting 

B. man-in-the-middle 

C. SQL injection 

D. denial of service 

 

Correct Answer: A 

 

Question 4: 

Which two elements of the incident response process are stated in NIST Special 

Publication 800-61 r2? (Choose two.) 

A. detection and analysis 

B. post-incident activity 

C. vulnerability management 

D. risk assessment 

E. vulnerability scoring 

 

Correct Answer: AB 

Reference: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf 

 

Question 5: 

Which attack is the network vulnerable to when a stream cipher like RC4 is used twice with 

the same key? 

A. forgery attack 

B. plaintext-only attack 

C. ciphertext-only attack 

D. meet-in-the-middle attack 



 

Correct Answer: C 

 

Question 6: 

What causes events on a Windows system to show Event Code 4625 in the log 

messages? 

A. The system detected an XSS attack 

B. Someone is trying a brute force attack on the network 

C. Another device is gaining root access to the system 

D. A privileged user successfully logged into the system 

 

Correct Answer: B 

 

Question 7: 

A network engineer discovers that a foreign government hacked one of the defense 

contractors in their home country and stole intellectual property. What is the threat agent in 

this situation? 

A. the intellectual property that was stolen 

B. the defense contractor who stored the intellectual property 

C. the method used to conduct the attack 

D. the foreign government that conducted the attack 

 

Correct Answer: D 

 

Question 8: 

An analyst is using the SIEM platform and must extract a custom property from a Cisco 

device and capture the phrase, "File: Clean." Which regex must the analyst import? 

A. File: Clean 

B. ^Parent File Clean$ 

C. File: Clean (.*) 

D. ^File: Clean$ 



 

Correct Answer: A 

 

Question 9: 

What is a benefit of using asymmetric cryptography? 

A. decrypts data with one key 

B. fast data transfer 

C. secure data transfer 

D. encrypts data with one key 

 

Correct Answer: C 

 

Question 10: 

DRAG DROP 

Refer to the exhibit. 



 

Drag and drop the element name from the left onto the correct piece of the PCAP file on the 

right. 

Select and Place: 



 

 

Correct Answer: 

 

 

Question 11: 

A company plans to implement network segmentations and use IP address inventory 

management best practices. Servers and end-user devices are using the same VLANs and 

IP subnets with manual address assignment. What are the first two steps the engineers 

must take to meet these requirements? (Choose two.) 



A. Configure packet captures to perform deep packet inspection for further traffic analysis 

and implementation of access rules. 

B. Implement deep network traffic analysis using NetFlow v5 from routers and switches. 

C. Deploy an Active Directory server and add all assets to the created domain for better 

visibility. 

D. Assign separate hard-coded IP address spaces for critical assets, according to their role 

and functions. 

E. Create IP address inventory database and deploy separate role-based IP subnetting for 

users using centralized DHCP server. 

 

Correct Answer: DE 

 

Question 12: 

Refer to the exhibit. 

 

An analyst was given a PCAP file, which is associated with a recent intrusion event in the 

company FTP server Which display filters should the analyst use to filter the FTP traffic? 

A. dstport == FTP 

B. tcp.port==21 

C. tcpport = FTP 

D. dstport = 21 

 

Correct Answer: B 

 

Question 13: 



A user received a targeted spear-phishing email and identified it as suspicious before 

opening the content. To which category of the Cyber Kill Chain model does to this type of 

event belong? 

A. weaponization 

B. delivery 

C. exploitation 

D. reconnaissance 

 

Correct Answer: B 

 

Question 14: 

Which vulnerability type is used to read, write, or erase information from a database? 

A. cross-site scripting 

B. cross-site request forgery 

C. buffer overflow 

D. SQL injection 

 

Correct Answer: D 

 

Question 15: 

Refer to the exhibit. 

 

What does the message indicate? 

A. an access attempt was made from the Mosaic web browser 

B. a successful access attempt was made to retrieve the password file 

C. a successful access attempt was made to retrieve the root of the website 

D. a denied access attempt was made to retrieve the password file 

 



Correct Answer: C 

 


